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BRIEF DESCRIPTION OF CONTRACT: This agreement between Gaggle.Net, Inc.
and Davis Joint Unified School District provides complete monitoring service over G-Suite and

newly activated G-Mail accounts for DJUSD students. Gaggle has a highly sophisticated and

tiered system of monitoring all content on the DJUSD network and email accounts.

Gaggle provides opportunities to intervene in situations of bullying, self-harm, intentions of

violence, drug and alcohol use, pornography, hate speech and more. Gaggle ensures the safety

of students by combining machine learning technology with real people who review questionable

and suspicious content in online file storage, inbound and outbound email, attachments, links to

websites and in other tools.

This is a two-year agreement from August 1, 2017 to July 31, 2019. The cost of this service is

$64,500 and is allocated in the District budget for Technology. No additional funding is being

requested.



~;~r.'. Contract for Services
Contract Number :2017-42234

This contract by and between Gaggle.Net, Inc. (Gaggle), mailing address PO Box 1352, Bloomington, IL 61704 and DAMS JOINT
UNIFIED -DAMS CA (Customer) for good and valuable consideration as set forth hereby agree and contract as follows:

1. Services Provided by Gaggle

Gaggle shall provide the Customer with services as outlined in quote number 42234 included as an appendix and incorporated herein for the
duration of the contract term at a price guaranteed herein unless the service changes. In the event of change of services, the term of this
agreement remains the same however pricing may vary. Gaggle will notify the Customer of any resulting changes in pricing prior to
increase and service change.

2. Contract Term

Service Commencement Date: August 1, 2017

Service Expiration Date: July 31, 2019

3. Services and Payment

Gaggle shall provide services as outlined by the Quote (appendix). Full annual payment is due and payable within 30 days of the receipt of
invoice. Customer is responsible for any and all taxes associated with services. If Customer wishes to begin installation before the contract
term start date, Customer may be required to pay apro-rated cost for early started services. Gaggle will notify the Customer of any charges
prior to the early commencement of services.

This agreement provides for fixed pricing over the term of contract. The parties recognize that that the number of accounts may vary over
the team of the contract. No amendment to pricing shall take place unless the number of active accounts varies by more than 20% from the
original contract numbers.

4. Terms and Termination

This agreement shall become effective on the date indicated as the Service Commencement Date in the Contract and shall remain in full
force and effect for the term of the contract as identified in Section 2.

Termination for Cause Either party may terminate this agreement in the event of material breach of a provision of'this agreement and the
other parry fails to cure said breach within 30 days of written notice of said breach. In the event of early termination of the contract by
Customer without cause liquidated damages equal to the value of one year's service shall be assessed.

5. Indemnity

The parties shall defend, indemnify, and hold each other harmless from any and all claims arising out their failure to perform their
obligations as outline under this Contract and incorporated term.

6. Ownership

All ownership of code and product remains with Gaggle, with the exception of any Customer data and content that was uploaded or created
by Customer as a result of Customer's use of Gaggle's services. Customer acknowledges that it is solely responsible for all content and
information appearing on the site and Gaggle has no responsibility for the accuracy, completeness or legality of said information.
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Contract for Services
Contract Number :2017-42234

7. Limitation of Liability

In no event shall Gaggle be liable to Customer for any indirect, consequential, incidental, special or punitive damages or lost profits arising
out of or related to this agreement or breach thereof, even if advised in advance of the possibility of same. Gaggle's liability to Customer
for services, if any, shall not exceed the total amounts paid to Gaggle under the operation of this contract by Customer.

8. Incorporation by Reference

Gaggle's applicable Quote, Terms and Conditions, and Service Level Agreement are hereby acknowledged and incorporated into this
contract by reference.

9. Amendment

This contract contemplates amendment by mutual agreement of the parties. Amendments to this contract shall be in writing and indicate the
contract number and incorporate into this agreement.

10. General

This agreement shall be governed by the laws of the state of California. All amendment to said agreement shall be in v~n~iting and signed by
both parties to be valid unless otherwise noted.

Authorized Representative for Date

Gaggle

Print Name

Title

Authorized Representative for Date

DAMS JOINT UNIFIED -DAMS CA

Print Nan1e

Title
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Gaggle.Net, Inc.

~~ P.O. Box 1352, Bloomington, IL b1702-1352

~~ 800-288-7750 Fax: 309-665-0171

FEIN:04-3602422

Gaggle Quote# 42234
Prepared for

DAVIS JOINT UNIFIED - DAVIS CA

Service Details

Service Description Quantity Unit Cost. ~ Total Cost ~

Sit-Up Fee 1 $500.00 ' $SOO.OQ

Gaggle Safety Management for Goo~~le - Shidents (2 years of service) $,QQQ $8.U0 S64.000.00 ff
s

_ __ __
TOTAL* $6,500.00 ~ ~

~* Does not include anv applicabic sal,. I:~~.

Pricing Term: Prorated 
_

__ _ ~ _
Additional Information: By execution of Exhibit E (General Offer of Privacy Terms} to the California Student Data Privacy Agreement ~
("CSDPA") on April 21, 2017, Gaggle agrees to extend all terms set forth in the CSDPA between Gaggle and Oak Grove School District ~
to Customer. Pricing for Gaggle Safety Management for GSuite 2 years, starting August 1, 2017 -July 31, 2019. ~" 44 Y".



r.~~~~ ~r~~r~~.~~ T~r.~~- i~• , qtr. H »,~ur~e~r
Version 1.0

Oal~ Grove Schaal District

and

Gagg~e.Net, Inc.

04/21/2017



This California Student Data Privacy Agreement ("DPA"} is entered into by and between the Oak Grove

School District (hereinafter referred to as "LEA") and Gaggle.Nat, Inc. {hereinaftez zefez-red to as

"Pravid~r"} on {14/21/2017. The Parties agree to the terms as stated herein.

RECITALS

WHEREAS, the Pravidez~ has agreed to provide the Local Education Agency ("LEA"} with cet~tain
digztal educational services ("Services") pursuant to a contract dated 04/21J20I7 {"Seivzce Agreement");
and

WHEREAS, in order• to provide the Services described in the Service Agreement, the P~~avide~• may
zeceive and the LEA may provide documents or data that are covered by several federal and statutes,
among them, the Federal Educational and Privacy rights Aet {"FERPA"} at 12 U.S.C. 1232g, Childzen's
(Jnizne Privacy Protection Act ("COPPA"), 15 U.S.C. b501-b502; Protection of Pupzl Rights
Amendment ("PPRA"} 20 U.S.C. 12321; and

WHEREAS, the documents and data transfefred from California LEAs are also subject to sevez~at
California student privacy Iaws, including AB 1584, found at California Education Code Section
49073.I and the Student Qnline Pe~sonal7nformation Protection Act {sometimes referred to as either
"SB l I77" or °SOPIPA") found at California Business and Professions Code section 22584; and

WHEREAS, the Pac~ties wish to enter into this DPA to ensure that the Service Agreement conforms to
the requit•ements of the privacy taws referred to above and to establish implementing praceduzes and
duties; and

WHEREAS, the Provider nay, by signing the °General Offer of Privacy Te~•zns", agrees to allow other

LEAs in California the oppartunrty to accept and enjoy the benefits of this DPA for the Services
desc~~ibed herein, without the need to negotiate terms in a separate DPA.

NOW T~IEREFORE, for' good and valuable consideration, the parties agree as follows:

ARTICLE Y: PURPOSE AND SCOPE

1. ~'ur~.ose of DPA. The purpose of this DPA is to descrilae the duties and responsibilities to
protect stcadent data tt ansm fitted to Provider from the LEA pursuant to the Service Agreement,
including com~ali~nce with all applicable privacy statutes, including the FERP~1., PPRA., COPPA.,
S}3 1177 (SOPIPA), and AB 1584. ~n performing these services, the Provider sha1I be considered
a School Official with a Iegztimate educational interest, and performing se~~vices otherwise
provided by the LEA. Pzovide~• shall be under the direct cout~ol and supervisioiz of the LEA.
Control duties are set forth below.

2. Nature of Services Provided. The Pzovidez• has agreed to provide tl~e following digital

educational services described below and as may be fut•kher outlined in E~ibit "A" hereto:



Gaggle Safety Management Services for G-Suite and Microsoft Office 365

3. Student Data to Be Provided. In order to perfar~n the Sezvices described in the Service

Agreement, LEA shall provide the categories of data desc~•ibed below ar as indicated in the

Schedule of Data, attached hereto as Exhibit "B"':

[Insert Categoz•ies of Student Data [o be pzovided to the Prorrider]

4. DPA Definitions. The definition of terms used in this DPA is ifound in Exhibit'"C". In the event

of a conflict, defmitians used in this DPA shall prevail aver term used in the Service ~g~eenaent.

ARTICLE II: DATA OWNERSHIP A,ND AUTHORIZED ACCESS

1. Student Data Property of LEA. AIL Student Data or any othe~~ Pupil Records transmitted to the

Pz~c~videe pursuant to the Service Agreement is and will continue to be the property of and under

the control of the LEA. The Parties ag~•ee that as between them, all nights, including ail
intellectual praparry rights in and to Student Data or any other• Pupil Records contemplated per

the Service Agreement shall remain the exclusive property of the LEA. ~'or the purposes of
FERPA, the Provider s~aall be considered a School Official, under• the conttoi and direction of the

LEAs as it pertains to the use of student data notwithstanding the above. Provider may t~ansfez~
pupil-generated content to a separate account, according to the procedures set forth below.

2. Parent Access. LEA stall establish reasonable pracedut~es by which a parent, legat guaz•dian, or

eligible student nay review personally identifiable infti~mation an the pupil's ~ecozds, correct
ert•aneous information, and pzocedures for the transfer of pupil-generated content to a personal
account, consistent with the functionality of services. Pravidez shall respond in a reasonably
timely manner to the LEA's raquest for personally identifiable information in a pupil's records

held by the Provider to vzew oz• correct as neeessa~y. In the event that a parent of a pupil or other
individual contacts the Provide~~ to review any of the Pupi(Recatds of Studenfi Data accessed
pursuant to the Services, the Pzovider shall refer the paaent o~~ individual to the LEA, who will

fotlow the necessazy and p~•c~per procedures regarding the requested infoemation.

3. Separate Accoant. l'rovide~• shall, at the request of the LEA, transfe~~ Student generated cc~nteut
to a separate student account,

4, Third arty Request. Should a Third Paz~y, including Iaw enforcement and go~veanment
entities, coxttact Pt~ovider with a request fog• data held by the Provider pursuant to the Services,
the Provide• shall redirect the Third Party to request the data directly from the LEA. Provider

shall notify the LEA in advance flf a compelled disclosure to a Third Pac-ty unless legally



prohibited.

5. No Unauthorized Use. Provides• shalt not use student Dafa or information in a Pupil Record for
any purpose other than as explicitly specified in the Service Agreemen#.

6. Subproeessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subpracessot-s agree protect Student
Data in manner consistent with die terms of this DPA

ARTICLE YII: DUTIES OF LEA

1. Provide Data 7n Compliance With FERPA. LEA sha11 provide data for the purposes of the
Service Agreement in compliance with the Family Educational Rights and Privacy Act
{"FERPA"), 20 U.S.C. section 1232 g, AB 1584 and the otter privacy statutes quoted in this
DPA.

2. Reasonable Precautions. LEA shall tape reasonable precacitions to secure usecnames,
passvtrords, and any other means of gaining access to the services and hosted data.

3. Unauthorized Access Notification. LEA shall notify Provider promptly of any Icno~uvn or
suspected unauthorised access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

District Representative. At request of PY•ovider, LEA shall designate an employee or agent of
the District as the District representative for the coordination and fulfillment of the duties of this
DPA.

ARTrCL~ rV: DUTIES OF PROVIDER

1. Privacy Com~lianee. The Provider shall comply with all Califo~ia and Federal laws end
regulations pertaining to data privacy and security, including FERPA, COPPA, PFRA, AB I X84,
and SOPIPA.

2. Authorized Use. The data shared pursuant to the Seevice Agreement, including persistent unique
identifiez~, shall be used for na purpose othez than. the Services s#aced in the Sezvice
Agzeexnent and/or otherwise authorized under• the statutes zefezzed to in subsection (1), above.

3. ~~loyee Obligation. Pxavide~ shall ~•equue all eznplayees and agents who have access to
Student Data to co~rtply witk~ all applicable provisions of FERP.t1. laws witY~ respect to the data



shared under the Service Agreement. Pravider ag~'ees to require and maintain an appropriate
confidentiality agreement from each employee fly agent with access to Student Data pursuant to
the Service Agreement.

4. No DiscIosnre. Provider shall not disclose aizy data obtained under the Service Agreement in a
manner that could identify an individual student to any other entry in published results of studies
as authorized by the Service Agreement. Deidenti~ed informatran may be used by the vendor for
the purposes of development and irnpravement of educational sites, services, or applications.

5. Disposition of Data. Provider shall dispose of alI personally identifiable dafa obtained under the

Service Agreement when it is no longer needed for the purpose for +,vhich it was ob#ained and

tt-ansfer said data to LEA or LEA's designee within 60 days of the date of terrrrination and

according to a schedule and procedure as the Parties may reasonably agree. Nothrng in the

Service Agreement authorizes Provider to maintain personally identifiable dafa obtained under

the Service Agreement beyond the time period reasonably needed to complete the disposition.

Disposition shall include (1) the shredding of any hard copies of any Pupil Records; {2} Erasing;

or (3} Otherwise mfldifying the personal information in those fecords to make it unreadable or

indecipherable. Provider shall provide written noti~catian to I~EA when the Data has been

disposed. The duty to dispose of Student Data shall not extend to data that has been de-identified

ar placed in a separate Student account, p~►rsuant to the other terms ofthe DPA. Nothing in the
Service Agreement authorizes Provider to maintain personally identifiable data beyond the time

period reasonably needed to complete the disposition.

6. Advertising Prohibition. Provider is prohibited fiom using Student Data to (a) market ar
adve~ise to students or familieslguardians; {b} inform, influence, or enable marketing,
advertising, or other commercial efforts by a Provider•; ar (c) develop a profile of a student,
family member/gua~•dian or geoup, for any commercial purpose other than providing the Service
to LEA.

ARTICLE V:.DATA PROVISit}NS

l.. Data Security. The Provider agrees to abide by and maintain adequate data security measures to
protect Student Data from unauthorized disclosu~•e oz• acquisition by an unauthorized person. The
gene~~al security duties of Providej• are set fo~~th below. Provider may fut~the~• detail its secu~•ity
programs and measures in in Exhibit "D", hereto. These naeasu~•es shall include, but are not
limited ta:

a. Passwords and Employee Access. Provider shall make best efforts practices to secure
usez~names, passwords, and any other• means of gaining access to the Services o~• to
Student Data, at a Ievel suggested by Article 4.3 ofN7ST 800-633. Provider shall only
provide access to Student Data tc~ employees or contractors that are performing the



Services. As stated elsewhere in this DPA, employees with access to Student Data shall
have signed confidentiality agreements regarding said Student Data. All employees with
access to Student Records shall pass criminal background checks.

b. Dest~•uction of Data. l'ravider shall desiroy all personally identit"iable data obtained
under the Service Agreement when it is no longer needed far the purpose for which it was
obtained or transfer said data to LEA or LEA's designee, according to a schedule and
procedure as the parties may reasonable agree. Nothing in the Service Agreement
authorizes Provider to maineain personally identifiable data beyond the time period
reasonably needed to complete the dispasrtion.

c. Security Protocols, Both parties agree to maintain security protocols t11at meet indusf~~y
best practices in the transfer or transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so. Provider shall maintain all
data obtained oe generated pursuant to the Service Agreement in a secure coanputer
environment and not copy, reproduce, or traf~srnit data obtained pursuant to the Sefvice
Agreement, except as necessary to fulfill the purpose of data requests by LEA.

d. Employee Training. The Provider steal! provide periodic security training to those of its
employees who operate or have access to the system. Further, Provider shall provide
LEA with contact information of an employee who LEA may contact if there are any
security concerns or questions.

e. Security Technology. When the service is accessed using a supported web browser,
Secure Socket Layer {"SSL"}, or equivalent technology protects information, using both
server authentication and data encryption to help ensure that data are safe secure only to
authorized users.l'rovider shall host data pursuant to the Service Agreement in an
environment usi~ig a ~irewall that is periodically updaCed according to industry standards.

f. Security coordinator. Provider shall provide the Heine and contact information of
Provider's Security Coordinator• for the Studenfi Data received pursuant to the Service
Agreement

g. Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessars agree to secure and protect Student. Data in a manner consistent with the
terms Qf this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments cif Subprocessors to determine their compliance with this
Ac-ticle.

2. ~l.~ta Breach,. Tn the event that Student Data is accessed or obtained by an unau~llorized
individual, Provider shall provide nofification fo LEA within a reasonable amount of time of the
incident. Providez• steal! follow the fo1lawzng p~~ocess:

a. The security breach notification shall be written in plain Ianguage, shelf be titled °1~Iotice
of Data Bceach," and shall pxesent the information desc~•ibed herein under the folIawing
headings: "What Happened," "What Infozmatian Was Invoiced," •,What We Are Darng,'"
"What You Can. Do," and "For Mote Informatzan." Additional information may be
provided as a supplement to the notice.



~. The secu~•ity b~•each notification desczibed above in section 2(a) shall include, at a
minimum, the followingrnformatian;

r. The name and contact infaert~ation of the reporting LEA subject to Ehis section.

ii. A list of the types of personal infa~~znatian that were or are reasonably believed to
have been the sEibject of a Iareach.

iii. If the infornnatian is possible to determine at the time the notice is provided, then
either (1}the data of the bz~each, (2) the estimated date of the breach, oi• {3) the
date c~ange within which the bz~eacla occuzred. The notification sha11 also include
the date af'the notice.

iv. Whether the notification was delayed as a result of a law eni'orcei~~ent
investigation, if that info~•matian is possible to determine at the time the notice is
provided.

v. A genet~al description of the bz~each incident, if that ~iformation is passible to
determine at the time the notice is provided.

e. At LEA`s discretion, the security b~•each notification may also include any of the
follawir~g:

i. Information about what the agency has done to protect individuals whose
information I~as been breached.

ii. Advice on steps that the pez~son whose infarrnation has been breached may take to
protect himself or herself.

d. Any agency ti~at is required to issue a security bz~each notification pursuant to this section
to more than 500 California residents as a eesult of a single breach of the security system
shall elecfronrcally submit a single sample copy of that security breach notification,
excluding any personally identifiai~le information, to the Attoa~ney General, Provider shall
assist LEA in these efforts.

e. At the request and wi#h the assis#once of the District, Provider shall notify the affected
patent, legal guardian or eligible pupil of the unauthorized access, which shad include the
rnfarmation Iisted in subsections (b) and {c}, above.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS

P~•ovider may, by signing the attached Foam of General Offer of Privacy Terms ("'General
Offer"}, (attached het~eta as Exhi~iit "E"), be bound by the terms of this DPA Ca any other LEA who
sighs the Acceptance on said Exhibit. The Farm is limited by the terms and co~zditions described therein.

ARTICLE VII: MISCELLANEOUS

1. . The Provider sha116e bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. Notwithstanding the foregoing, P~•ovide~ agrees
to be bound by the terms and. obligations of this DPA for no less than three (3) yeazs.



2. Termination. In the event kE~at either• patty seeks to tez~rninate this DPA, t~aey znay do so by
mutual written consent so tong as the Service Agzeement has lapsed or has been ~e~~minated.

3. Effect of Te~•~mizzatian Survival. If the Service Ag~eeznent is terminated, the Pravide~• shall
destroy all of LEA's data pursuant to Az-ticle V, section I (b).

4. ~'riority of Agreements. This DPA shad govezn the tzeatrnent of student records in azder to
comply with the privacy piotectzons, including those found in FERPA and AB 1584. In the event
there rs conflict between the tez~ms of the DPA and the Service Agreement, oz with any othet~
bid/RFP, license agreement, or writing, the texzns of this DPA shall apply and take precedence.
Except as described in this paragraph herein, alI othez• provisions o~the Service Agz~eement sha11
remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereundez must be
in writing and given by personal delivery, facsimile or e-mail transmission (if contact
information is provided for the specific mode of delivery), ar first class snail, postage prepazd,
sent to the addresses set forth herein.

6. A~~Iication of Agreement to C}ther Agencies. PX•avidez• may agxee by sigming the Fot•m of
General Application be bound by the ternxs of thzs DPA for the sezvices descitibed thet~ein far any
Successor Agency who signs a Joinder to this DPA.

7. Entire Agreement. This DPA constitutes the entire agreement ofth~ parties relating to the
subject matter hereof and supersedes all prior communications, ~•eptesentations, az~ ag~•eements,
oral or written, 6y the parties relatzng thereto. This DPA may be amended and the obset~vance of
any provision of this DPA may be waived (either generally or in any particuIaz instance and
either ref~oactively o~ prospectively) only with the signed written consent of both parties. Nezther
failure nor delay on the part of any party in exercising any right, pow~z~, or pz•ivilege hezeundex•
shall operate as a waiver of such right, nor shall any singe or partial exercise of any such right,
power, or privilege preclude any further exercise t~2ereof or the exercise of any other right,
power, or privilege.

S. Sevexabiii~. Any ps•ovision ofthis DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of'such p~ahibition or unenforceability
without invalidating the remaining pfovisions of this DPA, and any such prohibition or
unenfozceabilzty in any ju~•isdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision efluld be more narrowly



d~•awn so as not to be prohibited oz' ~nenfozcea6le in such jurisdiction while, at the same tine,
tnaintazning the intent of the pa~~ties, it shall, as to such jurisdiction, be so na~•z~awly drawn
without invalidating the remaining provisions of this DPA az• affecting the validity o~•
enforceability of such provision in any other jux•isdiction.

9. overning Law; Venue and Jurisdiction,. THIS DPA WILL 8E GOVERNED BY ANTI
CONSTRUED IlV ACCORDANCE WITH THE LAWS OF THE STATE OF CALIFORNIA,
WITHOUT REGARD TO CONFLICTS 4F LAW PRINCIPLES. EACH PIaRT~ CONSENTS
AND SUBMITS T4 THE St~LE AND EXCLUSIVE JCT~tISI3ICTION TD THE STATE AND
FEDERAL COURTS LOCATED ~N SANTA CLt~IZA COUNTY, C.~.LIF~RNIA FOR ANY
DISPUTE ARISING OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE
TRANSACTIONS CONTEMPLATED HEREBY.

[Signature Page Follows



IN WITNESS WHEREOF, the patties have executed this Califo~•nia Student Data Pfivacy Ag~~eement

as of the last day nflted below.

Gaggle.Net, Inc.

BY: ..

Printed Name; Jennie Eft

Date: 04/21 /2017

Title%E'osition:JSales Manager_

~a1c Grave School District

~z~inted Name: Katherine Harris

Date: 4/30/2017

TitteiFositian: 
Director

1Vote: Elect~onie si~natu~~e ~tQt permrtleri.



EXHYBIT "A"

DESCRIPTrON UF' SERVICES

Gaggte enhances yaut~ lear~zi~ag ez~vizonmez~t with safety controls for GSuite for Education and Microsoft
Office 365 by apptying 24/7 content analysis and expert review of suspicious content.



EXHIBIT „B"

SCHEDULE OF DATA

Check if used
Category o£ data Elements by your

system

IP Addresses of users, Use of X
Applicatipn eoakias etc,

Tecl3nology Mesa
IIaia ~~}~'~ ~PP~«~tion technology

meta data-Pieasa specify:

Application Usc Melia data on user interActson X
Statistics with application

Standardized tescscores

observation data
Assessment __—_

Qther assessment data-Please
SjJCCI~J:

SEudent schoaL {daily)
Attendance attendance data

Student class attendance data

dnline coitununications Thal
Communications are captured (emaiis, bldg X

entries}

Conduct Conductor behavioral data X

Date of Birt$ X

Place of Birth
Gender

Ethnicity or race

Demographics Language information {native,
preferred or primary fangaage
spoken by student)

Other demographic
infannation-Please specify:

Studenf schoo3 enrollment X

Student grade level X

Ifan~eroom X
Guidance counselor

Enrollment
S ecific cuniculvm ragraitts
Year of graduation X

Other enroEtment
iriforniation-Please specify:

Address
Parenk/Guardian 

Email
Contact Information

Phone

ParcnflGua~~dran ID 
~'arent ID number {created to
Iinls parents to students)

ParentlGuacdian First and/or Last
Name

Schedule 
SfuctcnEsciieduled cou€ses

Teacher names X

L;nglisii language /earner
information

I,ow income status

Medical alerts
SEudent disabi€ity information

Special indicator Specialized education
services {IEP or 504}

I,tV1Yla 5t[U3!!OltS

homeless/foster care)

Other indicator
in#'ormation-P[cass s ecif5~:

Cf~celc if used
Cat~ury ofDafa ~~ ~Eieme~its byyour

system

Student Contact 
Address

Fnfonnafion 
~mai! X
Phone

Local (Schaoi district) ID X
number
State TD number X

Student Identi~crs VendorlApp assigned student X
tD nuniher

Student username X

Student app passwords X

StudentNaroe Pfrst <md/or'Le~st X

Program application
performance (typing

Student i~t App program-student types 6Q
Performance wpm, reading

program-student reads below
grade Icvel)

Sfudent Prograzn 
Academic or e~ctracurricu(az~

Membership 
aeiivitses a student may
bolo to or rtici gate in

Student Swvey Student responses to surreys
Res~~onses or questionnaires

Student generated content; X

Student work 
~itin , pictures etc.
Otizer student work data
-Please specify:



Student course grades
Student course data

Tra~~script Studentcoursc
gradesfperfotrrtance seores
Other transcript data -Please
specify:

Trartsporiation 
~~dent bus assi nment
Student pick up andlor drop

off location
Student bus card IB number
Other transportaFion data 
-Piense specify:

Pease List each additional
Other data elamenf used, stored or

col3ected by your application



EXHIBIT "C'r

DEFINITTQNS

AB 1S$~, Buchanan: The statutory designation far what is now California Education Code § 49073.1,
relating to pupil records.

De-Identifia~ile InfaYmation (DII}: De-Identification refers to the process by which the Vendor
removes o~• obscures any Personalty Identifiable Information ("PII")from student records in a way that
removes a~ rziini~nizes the risl~ of disclosure of the identity of the individual and information about them.

NIST 800-63-3: Draft National Institute of Standards and Technology {"NIST"} Special Publication
80063-3 Digital Authentication Guideline.

(Jpera#or: For the purposes of SB 1177, S~PIPA, the term "operator" means the operator of an Internet
Website, online service, online application, or anc~bile application with actual knowledge that the site,
service, or application is used primarily far I~ 12 school purposes and vvas designed and marl~eted for
K—I2 school purposes. Fa~~ the purpose of the Service Agreement, the tern "Operator" is replaced by the
teem "Ptavidet~." This tet~rn shall enca~npass the term "Third Party," as it is found in .AB 1584.

Persaa~ally Ident'if'iable information (PII). The ~:erms "Personally Identifiable Information"' or "PII°
shall include, but are not limited to, student data, metadata, and user or pupil-generated content obtained
by reason of the use of P~ovide~•'s software, website, service, or app, including mobile apps, whether
gathered by Pravidet~ or provided by LEA or its users, students, or students' parents/guardians. PII
includes, without tirnitation, at [east the following:

First and Last Name Home Address

Telephone Number Email Address

Discipline Records Test Results

Special Education Data Juvenile Dependency Records

Grades Evaluations

Criminal Records Medical Records

Health Records Social Security Number

Biometric Infottt~ation Disabilities

Socioeconomic Information Food Purchases

PoliticalAf~lzations Religious Infar~nation

Text Messages Documents

Student Identifie~•s Search Activity

Photos Vozce Recordings
ViC~~OS

General Categories:

Indirect identifiers: Any information that, eithez• alone or in aggregate, would allow a z•easonable person
to be able to identify a student to a reasonable ce~~tainty

Information in the Student's Educational Recozd



Information in the Student's Email

Provider: For puzposes of the Service Agreement, the term "P~•ovider" means provider of digz#al
educational software or services, including cloud-based services, for the digital storage, management,
and retrieval of pupil z~ecot~ds. Within the Service Agzeennent the tet•rn "'Provider" replaces the term
"Third Paz-ty as defined in CaIifocnia Education Gode § 48073.1 (AB 15$4, Buchanan), and t•eplaces the
term as "Operator" as defined in SB 1177, SOPIPA.

Pupil Generated Content: The term "pupil-generated content" means materials or content created by a
pupil during aid foc the purpose of education including, but not limited to, essays, research ze~orts,
portfolios, creative writing, music or other audio files, phatogx'ii~3I15s videos, and account information that
enables ongoing ownership of pupil content.

Pupil Records: Mea~zs bath of the fallowing: (1}Any infox~nation that directly relates to a pupil that is
maintained by LEA and (2~ any inforn~at~on acquired dixectly #`rom the pupil through the use of
instructional software ox' applications assigned to the pupzl by a teacher or o~1Ter local educational LEA
employee.

SB i177, SOFrPA: Once passed, the req~i~•ements of SB 1177, SOPIP~ were added to Chapter 22.2
{corr~mencing with Section 22584) to Division 8 of the Business and Professions Code relating to
privacy.

Service Agreement: Refers to the Contract or Purchase Order to which this DpA supplements and
modifies.

School Official: Foz• the purposes of thrs Agreement azad puz~suant to C~'R 99.31 (B}, a School Official is
a contractor that: (1) k'erfatms an institutional service ar function fog• which the agency or iszstitution
would otherwise use employees; (2) Is under the dzrect contr~I of the agency o~~ institution with respect
to the use and nnaztztenance of education records; and (3) Is subject to C~'R 99.33(a) governing the use
and re-disclasur~e of personally identifiable infoz~nation from student records.

Stadent Data: Student Data includes any data, whether gathered by Provider or provided by LEA ar its
users, students, or students' pa~•entslguardians, that is descriptive of the student including, but toot limited
to, information in the student's educational record or Emait, first and last name, home address, tel~ephane
number, email addrass, or athez~ information allowing online contact, discipline records, videos, test
results, special education data., juvenile dependency recaxds, grades, evaluations, criminal records,
medical records, healtIa records, social security numbers, bio~nettic information, disabilities,
socioecanoinic information, food purchases, political affiliations, religious informafiion text messages,
documents, student identifies, search activity, photos, voice ~•ecot~dzngs ar geolacation information,
Student Data shall constitute Papil Records for the ~utposes of this Agreement, and for ti2e purposes of
Califo~•nia and Federal Iaws and z~egulations. Student Data as specified in Exhibit B is confirmed to be
collected or pz~ocessed by the Provider pursuant to the Services. Student Data shalt not constitute that
information that has been anonymized oz• de-identified, or anonymous usage data eegarding a student's
use of Provider's services.

Subscribing LEA: An LEA that was not pa~~ty to the original Services Agreement and who accepts the
Provider's Genezal Offer of Privacy Terms.

Subprocessar: For the purposes of this Ag~•eement, the term "Subprocesso~" {sametiines referred to as



the °Subcontractor"} means a party athe~• than LEA az~ Pzovider, who Provider uses for data collection,

analylics, storage, oz other service to op~~ate and/or improve its software, and who has access to PII.

This term shall also include in it meaning the tez~m "Service Provider," as it is found in SOI'IPA.

Targeted Advertising; Targeted advertising means presenting an advertisement to a student where the

selection of the advez~tisement is based on student information, student records oz' student generated

content or infex7•ed over time from the usage of the Pr•avider's website, online se~•vice ar mobile

application by such student or the retention of such student's online activities or requests over time.

Third Party: The tezm "Thi~~d Part" as appeazs iza California Educa~.ion Code § 49073.1 {AB 15&4,

Buchanan) means a provider of digital educational software or services, including cloud-based services,

fflr the digrtal sto~~age, zxaanagement, and ret►•ieval of pupil records. However, for the purpose of this
Agreement, the term "Third Party" when used to indicate the provider of digital educational software o~~

services is replaced by the term "Provider."



EXHIBIT "D"

DATA SECURITY REQUIREMENTS

Gaggle's Student and Staff Data ~'ri~acy Notice is Iacated on our website:

I~ttps:/lwww.gaggle.ne~/student-data-privacy-notice/



]C~HIBIT "E"

GENERAL C!I'~'ER ()F P~2][VACY TERMS

L Offer of Terms

Providee offers the same pt~ivacy protections found in this DPA between it and Oak Grove School
District and which is dated 0412!/2(317 to any oti~er LEA {"Subscribing LEA") who accepts this C.~enerai
Offer though its signature below. This General Offer shall extend onto to privacy protections and
Provider's signature shah not necessarily bind Provider to other terms, such as price, term, or schedule
of services, or fio any afiher provision not addressed in this DPA. The Provider and the other LEA may
also agree to change the dada provided by LEA to the Provider to suit the unique needs of the LEA. The
Provider may withdraw cha General Offer in the event of (1) a material change rn the applicable privacy
statutes, (2} a material change in the services and products subject listed in the Originating Service
Agreement; or three (3} years after the date ofProvider's signature to this Form. Providet~ slzatl notify the.

California Student Privacy Alliance in the event of any withdrawal so that this information may be
transmitted to the alliance"s users.

Gaggle.Net, Inc.

Printed Name: Jennie Eft

2. ~abscribing LEA..

bate: J44/21J2017

TitlelPosition:_Sales Manager

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Pro~rider shall therefore be

bound by the same terms of this Dl'A.

Lam: c~vi s ~a ~n~ U~~n~~~ed ~+~~~~ ~iU~C~"

BY: --- Date: _ ~` [ ~I ~e~rT~'

Printed Name: Titlelk'osition:

4Qb18-0000113519833.E


