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BRIEF DESCRIPTION OF CONTRACT: This agreement between ControlTec, Inc.
and DJUSD allows the Children's Center to track pertinent information as it pertains to
attendance which is required by the state as well as immunization data and fees for private pay.

The initial cost for this service including the set-up fee is $4,280 for the first year with an annual
fee of $1,416 for subsequent years. The service is being paid for by the California State
Preschool Program (CSPP) funds and private pay fee-based preschool funds.



DAMS JOIl`~dT UNIFIED SCHOOL DISTRICT

AMENDMENT TO CLQUD- BASED SQFTWARE AGREEMENT INVOLVING
PUPIL RECORDS

EDUCATIUN C()DE SECTION 49073.]. AMENDMENT TO THE CUNTROLTEC
AGREEMENT BETWEEN THE DAMS JQINT U~ITYFIED SC~IOOL DISTRICT AND

CONTI2QLTEC, INC.

THIS AMENDMENT {".Amendment"} to the Controltec Agreement by and between the Davis
Joint Unifed School District, a public schoot district of the state of California and Controltec, Inc., a
corpoxation, dated December 7, 2016 ("Agreement"} (a true and correct copy of which is attached hereto
as Exhibit "A" and is hereby made and entered into as of December 7, 20I6 as follows:

WHEREAS, Vendor provides software that tivill serve as an early education student inforrna~ian
system for student information, eligibility, determination and f seal management.

WHEREAS, as a California public school district, the District is subject to the California
Education Cade;

WHEREAS, Vendor is a "third party" under Education Coc~.e sec#ion 49073.1, which defines
"third party' as a provider of digital educational software or services, including cloud-based services,
for the digital storage, znanagernent, and retrieval df pupil records;

WHEREAS, Education Code section 49073.I requests that any contract for the provision of
services entered into between District and Vendor epntain certain provisions specified in sections (b)(1)
through {b)(9) of Educa#ion Cade section 49073. l; and

WHEREAS, Thy District and Vendor desire to amend the terms in their Agreement that v~~ill
satisfy the requirements of Education Cade section 49073.1.

NC1W, THEREFORE, DISTRICT AND VENDOR AGREE TO THE FALLOWING
TERMS 1N COMPLIANCE WITH EDITCATION CODE SECTION 49073.1.

1. Ownershiu and Control of Pugil Records. Pupil Records shall continue to be the
property of and under the control of the District in accordance with California Education Cade section
49073.1. Far purposes of this contract, "Pupil Records" means bath any information directly related to
a pupil that is maintained by the District and information acquired directly from the pupil through the
use of instructional software or applications assigned to t ie pupil by a teacher or othex District employee.
For purposes of this Agreement, "Deidentified Information" mews information that cannot be used to
identify an individual pupil. For purposes of this Agreement, "Pupil Records" does not include
Deidentzfied Infor~mat~on, including aggregated Deidentified Information, used by Vendor to improve
educational products fax adaptive learning purposes and for customizing pupil learning; to demonstrate
the effectiveness of Vendor's products in tie marketing of those products; or for the development and
improvement of educational sites, services, or applications.

2. E?wnershia and Control of Puuil-Generated Cflntent. Pupils may retain. possession
and control of their awn. Pupil-Generated Content, as defined herein, or may transfer Pupil-Generated



Content to a p~rsanal account by notifying the District's Director of Technology in writing of such
request. Use of Pupil Records. Vendor shall not use any information in the Pupil Records far any
purpose other man those required or specifically permitted by this Agreement.

3. Review of Pnnii Records. A parent, legal guardian, or pupil who has reached the age of
eighteen {18) may review personally identifiable information in. the pupil's records and correct erroneaas
information by notifying the District's Director of Technology in. writing of such request. The District
will meet with parent, legal guardian, or pupil who has reached the age of eighteen (18) to review and
correct any information in the Pupzl's Records. The Dist~ct will notify Vendor of the need to review
Pupil Records andlor make corrections to any Pupil Records in writing. Vendor shall pxavide such Pupil
Records and/or correct such errors wi n five (5) days of receipt of written notice. Vendor sha11
cooperate with the D~st~rict in complying with This mandate.

4. Security and Con~dentiality of Fnpil Records. Vendor agrees to hold Pupil Records
in strict confidence. Vendor shall not use ar disclose Pupil Records received from or on behalf of District
except as permitted or required by this Agreement, as required by Iaw, ax as otherwise authorized in
wrifiing by District. Vendor agrees that it will protect the Pupil Recozds it receives from ar on behalf of
District according to commercially acceptable standards and na Iess rigorously than it protects its own
confidential information. Vendor will designate and train responsible individuals, to ensure the secuxity
and confidentiality of Pupil Records. Vendor shall develop, irnplernent, maintain and use appropriate
administrative, technical and physical security measures to preserve the confidentiality, integrity and
availability of a1i electronically maintained ar transmitted Pupil Records received from or on behalf of
District, as set forth in this contract. These measures shall be extended by contract to all subcontractors
used by Vendor. If Distzict reasonably deteranines in goad faith that Vendor has materially breached
any of its obligations under this Section, District may, in its sole discretion, terminate the Agreement
immediately if cure is not possible. District shall provide written notice to Vendor describing the
violation, the action it intends to take and the timeframe for such action.

5. Breach Notification Process. Vendor, withi.~ one (1~ business day of discovery, sha11
report to District any use or disclosure of Pupil Records not authorized by the Agreement or otherwise
authorized in writing by tie District. Vendor's report shall identify: {i} the nature of the unauthorized
use or disclosure; {ii) the Pupil Records used ar disclosed, (iii} who made the unauthoz~zed use or
received the unauthorized disclosure, (iv} what Vendor has done ox shall do to mitigate any effect of the
unauthorized use ar disclosure, and {v) what corrective action Vendor has taken or shall take to prevent
future simalar uxiauthorized use or disclosure. Vendor shall provide such other information, including a
written report, requested by District. In the event of an unauthorized disclosure of a Pupil's Records,
affected paren#s, legal guardians, or pupils who have reached the age of eighteen (i 8} will be notified in
writing and provided with details and new steps to address the specific breach. Compliance with these
requizements shall not, in itself, absolve Vendor of liability in the event of an unauthorized disclosure of
Pupil Records.

6. Retention and Destruction of Puuil Record. Vendor certifies #hat a pupil's records
shall not be retained or available to Vendor upon completion of the term of the contract. At the
terntination of the contract, Pupil Records in the possession of Vendor shall he returned andlor destroyed.
Upon termination, cancellation, expiration or osier conclusion of the contract, Vendor shall return all
Pupil Records to District in a format acceptable to District, or if return is ncrt feasible as determined by
District in written notice to Vendor, destroy any anc€ all Pupil Records. Vendor shall not destroy any
Pupil Records without e~aress writtan permission of District. Vendor shall comply with any litigation
hold or order to preserve Pupil Retards.
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7. Comuliance with Aualicable Laws. The District and Vendor will jointly ensure
compliance with the federal Family Educatianai Rights and Privacy Act ("FERPA"} (24 U.S.G Sec.
1232g) through following the confidentaaiity provisions as set forth in this contract, as well as applicable
District Board policies. The parties ackxiowledge and agree that the District is subject to federal and
Ioca( laws relating to the protection of personally identifiable information ("PII") of students, including
FERPA, and that Vendor is obtaining such PII as a "school official" under section 99.31 of FERPA for
the purpose of providing the services hereunder. In addition to FERPA, Vendor shall comply with alI
federal, state and Iocal laws, rules, regulations and ordinances that are now or may in the future become
applicable to Vendor; the services being provided by Vendor; Vendor's business, equipment and
personnel engaged in operations covered by #his contract; and the parotection of Pupil Records and PII,
including but rat limited tca Educa#ion. Code section 49Q60 et seq., the Children's Online Privacy
Protection Act {C4PPA) and the Student Online Personal information Protection Act (SOPIP'A}.
Vendor certifies that it is familiar with these laws, as well as any other applicable requirements for the
storage and transmission of Pupil Records and Vernlor will comply with all such requirements.

$. Prohibition on Targeted Advertising. Vendor sha11 not use PII in Pupil Records to
engage in targeted advertising.

9. Governins Law and Venue. The Agreerz~ent axzd this Amendment sha11 be governed by
and construed in accordance with the laws of the State of California. Any dispufie, claims, demands or
actions arising out of ar in relation to the Agreement and this Amendment shall be bxought in and
resolved by the Superior Court of the County of Yala.

10. Effect of Amendment. If any provisions of this Amendment to the Agreement conflict
or are otherwise contrary to the original terms of the Agreement, the terms of this Amendment prevail.

Except as specifically modified herein, all other terms and conditions contained in the Agreement
between the District and Vendor shall remain unchanged and in full force and effect.

Dated this 20 day of December, 201b.

Davis Joint Unified School District Controltec ,`

BY~ By:

Its: Its: President
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CenterTrack° Proposal for
Davis Joint Unified School District
Proposal Number 1823 —REV B
December 19, 2016

,.~~~ ~

Controltec is pleased to offer this proposal for CenterTrack, our center-based, childcare
management software system. Please review the various sections of this proposal for detailed
information about program functionality and deployment matters.

CenterTrack is accessed through standard Internet browsers on workstations
running Microsoft Windows up to version 10 or Apple iOS up to version 9.

Any features or enhancements that are not specifically listed in this proposal are not included in
the cost herein and will require subsequent proposals, if requested.

OPTIONAL MODULES

None

LICENSE FEES

CenterTrack deployments are licensed according to the number of active children served or
number of users accessing the system. The licensing fees consist of an initial one-time license
fee and monthly usage and maintenance fees, which are billed annually, in advance.

This proposal is based on two (2) licensed users. If your user count exceeds two (2) licensed
users, your invoices may be adjusted proportionately if applicable.

xosTlNc ~ET~Ls

CenterTrack is accessed via a secure Internet connection. Controltec, Inc. will host the website
and database on its servers, which are housed in a discrete, co-location Internet hosting facility.

The system will be hosted at a co-location facility in San Diego, California. The facility has three
redundant fiber paths for its Internet service. The first circuit is their primary and second circuit
is used as the failover. The facility provides a physically secure (biometric scanners, key FOBs,
access list, check-inlcheck-out list, and photo ID required), climate controlled facility with
redundant power, which provides emergency failover to protect all systems. This includes
backup power by diesel generators in the event of a complete blackout of the local power grid.

613 West Valley Parkway, Suite 345 •Escondido, California 92025 • 760/975-9750
www.controltec.com • e-mail: info~controftec.cam
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We have a server standing by to take over both web and database services in the event of a single
server failure and our database server is set up in a redundant mode to provide standby data
recovery of no more than ten minutes of data loss.

In the event of a catastrophic loss of the primary server, the backup system will be operating live
within no more than 24 hours. In very unlikely the event of a catastrophic loss of the entire data
center, the backup system will be operating out of Controltec's internal data center temporarily
within 72 hours until a new primary datacenter is established.

Controltec uses the Microsoft SQL Server as its database. Controltec reserves the right to
upgrade to the latest versions of the SQL Server as Microsoft makes them available. Upgrades
will not affect customer operations.

Our data backup strategy includes backing up data onto abackup/standby server (databases
capture data every ten minutes) as well as a daily tape backup and quarterly tape archive. All
data is carried offsite weekly on backup media in addition to the ongoing system backup
strategy.

Controltec's external systems are self-monitoring. Whenever any failure is detected, an engineer
is alerted via a telephone call and will either deal with the emergency directly or call the
responsible person. This monitoring takes place on a continual basis.

~ ~ ~ ~.

All data in your agency's database is entered and owned by your agency. Controltec never makes
changes to the data, unless specifically requested in writing by your agency in the course of
normal support operations. At the end of the contract, your agency can request a backup copy of
the database which will contain all agency data as of the end of the contract. Such backup will be
delivered through a secure transmission process or on separate media.

SECURITY, UPDATES AND PATCHES

Controltec engineers maintain all of our hosted systems. The Cisco ASA 5520 firewall is used to
protect all of Controltec's web and database servers and internal networks. Operating systems
are monitored and patched when necessary, as instructed by Microsoft. The firewall is updated
as needed.

All of Controltec's hosted systems are running under digital certificates by Symantec. The
CenterTrack system is protected by a 2048 bit RSA secure certificate, the cost of which is
covered if the site is published under a Controltec secured domain name. If an agency requires a
different domain name then a unique digital certificate will need to be purchased, which will be
billed to the agency. There is an annual renewal fee of approximately $395, which wi11 be billed
to the agency to cover the renewal cost for the digital certificate.

613 West Valley Parkway, Suite 345 •Escondido, California 92025 • 760/975-9750
www.controltec.com • e-mail: info~controifec.cam
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SERVICES —DEPLOYMENT

Project Management
Project Management includes overseeing the system deployment and coordinating all customer

communications. Project management activities will be performed remotely, via telephone or

webinar connections. Our project manager will meet with your management staff and IT

departments to establish a detailed plan to manage the transition from your existing processes to

CenterTrack, creating what will be known as your Timetable. This meeting will include a

detailed process review and discussions of any hardware or software requirements that may be
necessary. The project manager will create a schedule of all transition events and define the

items for the CenterTrack deployment. During this phase of deployment, your agency needs to

have key people accessible for discussion with Controltec's project manager and engineers.
Some of this work may be done in onsite visits, some in conference calls or via email. In the

event that more than eight (8) hours of Project Management time are required, through no fault

of Controltec, then additional charges may be incurred, if authorized in advance by the agency.

System Installation
Controltec configures the servers and installs the complete CenterTrack system on its servers.

Once the database and application have been installed, they are thoroughly tested to confirm

proper operation. The date upon which this action is completed is known as the ̀ Deployment

Complete Date.'

System Checkout
The Controltec project manager tests the CenterTrack system for data integrity. This will

normally include an on-line examination of the data by both the Controltec project manager and

a representative of your agency.

STAFF TRAINING

TNaining Overview
There are eleven and one half (11.5) hours of training, which will be provided remotely, via

telephone or webinar connections. Training typically consists of classroom and hands-on training.

For each session, we spend the beginning with overview classroom training that all users

participate in. During the second session, the users return to their workstations and the Controltec

trainer assists individuals and sma11 groups with software methodology, use and general features.

This is repeated for subsequent sessions with different subject matter. The date upon which

Training is completed is known as the ̀ System Complete Date'.

613 West Valley Parkway, Suite 345 •Escondido, California 92025 • 760/975-9750
www.controltec.com • e-mail: info@cantroffec.com
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DATA MIGRATION ANALYSIS

From time to time, agencies request that Controltec electronically import data they have in their
current childcare systems into CenterTrack, or export data from CenterTrack to third-party
systems. Before an accurate assessment of the costs involved to import data from or to
CenterTrack can be provided, Controltec engineers must examine the data structures of the
system that the data will import from or export to. If your agency requests these services, this
examination is essential and will result in costs to your agency, regardless of the outcome
achieved.

Once the examination has been completed, our engineers review the results with your project
manager to identify which data elements can be imported or exported. If you elect to move
forward with the data import or export, Controltec will issue a service order, which will list the
additional cost to complete these services. If you elect not to proceed, then your agency should
make arrangements to manually enter the required data into CenterTrack and no further Data
Exchange Service charges are incurred.

This proposal does not include any Data Analysis Services.

CUSTOMIZATIONS

Also, from time to time, agencies request that Controltec make customizations to CenterTrack.
Customizations include modifications to reports, documents, letters, notices and any other minor
tasks that an agency might want included in CenterTrack.

This proposal does not inc~de any system customizations. If any system customizations are
requested later then they will need to be detailed in subsequent proposals and will incur
additional costs.

613 West Valley Parkway, Suite 345 •Escondido, California 92025 • 760/975-9750
www.controltec.com • e-mail: info~controltec.cam
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INVESTMENT SUMMARY

Software (one-time license cost)

License Fee $1,030.00

Ic~t~tive iscss~a~ - a°~vic~us '~' ITse -S.

Optional Modules N/A

Total for Software $530.00

Services

Deployment $1,448.00

Training $1,426.00

Transition Support N/A

Data Migration N/A

Customizations N/A

Total for Services X2,874.00

Usage Fees Monthly Annual

Maintenance Fee $59.00 $708.00

Service Usage Fee $59.00 $708.00

Total Fees $118.00 $1,416.00

613 West Valley Parkway, Suite 345 •Escondido, California 92025 • 760/975-9750
www.controltec.com • e-mail: infa~controltec.cam
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One-time Fee (first ear contract) $4,820.00

One-time Fee Payment Schedule.
Project Start Fee $2,410.00 Upon execution of contract
SO% of One-tiyne Fee

Deployment Complete Fee $1,205.00 Due and payable upon Deployment
2S% of One-time Fee Complete Date or in the event of a

delay by Client to the Timetable the
earlier occurrence of forty-five (45)
days subsequent to Project Start.

System Complete Fee $1,205.00 Due and payable upon the System
25% of One-time Fee Complete Date or in the event of a

delay by Client to the Timetable the
earlier occurrence of sixty (60) days
subsequent to Project Start.

Total First Year Cost $4,820.00

MAINTENANCE PLANS

Maintenance plans enable Controltec to provide telephone and email support, as well as make
mandated program enhancements and corrections. For this reason, we require all agencies to
maintain an active support agreement.

OPTIONS

Training and Transition Support
It is difficult to predict how much total training or transition support an agency may require.
Additional training or transition support can be purchased at anytime at the prevailing rates, plus
actual travel expenses.

Additional Services and Customizations
From time to time, our clients request custom features, reports and interfaces, which Controltec
refers to as Extra Services. Controltec can respond to such requests. Upon receipt of such a
request we will produce a detailed quotation specifying deliverables as well as associated costs.
The prevailing hourly rate for extra services or customizations of any kind is $156.00 per hour.
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EXCLUSIONS

The following items are not included in this proposal and if required, must be
obtained by the client:

• Local telephone charges to the agency. Our support team uses online
meetings and webinars to train, troubleshoot and sometimes configure and
install. The call-in numbers for online support and webinars may be, in
some circumstances, long-distance numbers for local agencies. Controltec
tries to use 800 numbers when possible to support such calls, but may not
always be able to do so. Under no circumstances can Controltec be
responsible far any telephone charges to local agencies by their phone
companies. We advise our agencies to check their long distance plans
carefully before participating in online meetings or webinars.

• Internet connections~~
• Network cabling
• Any hardware
• Software support or license fees charged by any third party vendors that

interface with CenterTrack
• Any third party software (The only plug in used by CenterTrack is the

standard Adobe reader for display of reports and forms).

VALIDITY

This proposal is valid until December 31, 2016
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