CONTRACT NAME: AGREEMENT BETWEEN MCGRAW HILL EDUCATION AND DAVIS
JOINT UNIFIED SCHOOL DISTRICT

BRIEF DESCRIPTION OF CONTRACT: This software licensing agreement will provide thirty (30)
ALEKS (Assessment and Learning in Knowledge Spaces) licenses for use in a before school math
intervention program for fourth, fifth and sixth graders at César Chavez Elementary School.
ALEKS is an individually paced assessment, instruction and re-evaluation tutoring program.
Teachers will support and monitor student progress with reports from the system.

FISCAL IMPACT: The cost is included in the approved budget.
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ﬁ!ﬁw - Because learning changes everything.”
|
Education
QUOTE PREPARED FOR: SUBSCRIPTION/DIGITAL CONTACT:
Cesar Chavez Elementary School Veronica Dunn
1221 ANDERSON ROAD vdunn@dijusd.net

DAVIS, CA 95616
ACCOUNT NUMBER: 161485

CONTACT: SALES REP INFORMATION:
Veronica Dunn Leslie Sargent
vdunn@djusd.net leslie.sargent@mheducation.com
(916) 413-6158

Product Description Qty Unit Price Line Subtotal

ALEKS K-8 THREE MONTH SUBSCRIPTION 978-0-02-132403-3 $750.00
{rroDUCT TOTAL* $750.00
[ESTIMATED SHIPPING & HANDLING** $0.00
[esTivaTED TAX $0.00
lcraND TOTAL $750.00

* Price firm for 45 days from quote date. ALEKS subscriptions are not transferrable.

**Shipping and handling charges shown are only estimates. Actual shipping and handling charges will be applied at time of order. Taxes shown are only estimates. If applicable,
actual tax charges will be applied at time of order.

Terms of Service:

By placing an order for digital products (the 'Subscribed Materials'), the entity that this price quote has been prepared for ('Subscriber') agrees to be bound by the Terms of Service
and any specific provisions required by Subscriber’s state law, each located in the applicable links below. Subject to Subscriber's payment of the fees set out above, McGraw-Hill
School Education, LLC hereby grants to Subscriber a non-exclusive, non-transferable license to allow only the number of Authorized Users that corresponds to the quantity of
Subscribed Materials set forth above to access and use the Subscribed Materials under the terms described in the Terms of Service and any specific provisions required by
Subscriber's state law, each located in the applicable links below. The subscription term for the Subscribed Materials shall be as set forth in the Product Description above. If no
subscription term is specified, the initial term shall be one (1) year from the date of this price quote (the 'Initial Subscription Term'), and thereafter the Subscriber shall renew for
additional one (1) year terms (each a 'Subscription Renewal Term'), provided MHE has chosen to renew the subscription and has sent an invoice for such Subscription Renewal
Term to Subscriber.

Terms Of Service

Provisions required by Subscriber State law

ATTENTION: In our effort to protect our customer’s data, we will no longer store credit card data in any manner within in our system. Therefore, as of April 30, 2016 we will no
longer accept credit card orders via email, fax, or mail/package delivery. Credit card orders may be placed over the phone by calling the number listed above or via our websites by

visiting www.mheducation.com (or www.mhecoast2coast.com).

School Purchase Order Number:

PLEASE INCLUDE THIS PROPOSAL WITH YOUR PURCHASE ORDER

SEND ORDER TO: McGraw-Hill Education | PO Box 182605 | Columbus, OH 43218-2605
Email: orders_mhe@mheducation.com | Phone: 1-800-780-0246 | Fax: 1-866-513-8081

QUOTE DATE: 03/07/2019 ACCOUNT NAME: Cesar Chavez Elementary School EXPIRATION DATE: 04/21/2019
QUOTE NUMBER: DSAND-03072019-001 ACCOUNT #: 161485



CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Version 1.0

San Carlos School District

and

McGraw-Hill School Education LLC

09/20/2018




Agreement ("DPA") is entered into by and between the
_______((hereinafter referred to as "LEA") and

(hereinafter referred to as "Provider") on [9/20/2018

he Parties agree to the terms as stated herein.

RECITALS
WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA") with certain
digital educational services ("Services") pursuant to a contract datedl9120!201 8 ("Service

Agreement"); and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may
receive and the LEA may provide documents or data that are covered by several federal and statutes,
among them, the Family Educational Rights and Privacy Act ("FERPA") at 20 U.8.C. 1232g, Children's
Online Privacy Protection Act ("COPPA"), 15 U.S.C. 6501-6502; Protection of Pupil Rights
Amendment ("PPRA") 20 U.S.C. 1232 h; and

WHEREAS, the documents and data transferred from California LEAs are also subject to several
California student privacy laws, including AB 1584, found at California Education Code Section
49073.1 and the Student Online Personal Information Protection Act (sometimes referred to as either
"SB 1177" or "SOPIPA") found at California Business and Professions Code section 22584, and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement conforms to
the requirements of the privacy laws referred to above and to establish implementing procedures and
duties; and

WHEREAS, the Provider may, by signing the "General Offer of Privacy Terms", agrees to allow other
LEAs in California the opportunity to accept and enjoy the benefits of this DPA for the Services
described herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to
protect student data transmitted to Provider from the LEA pursuant to the Service Agreement,
including compliance with all applicable privacy statutes, including the FERPA, PPRA, COPPA,
SB 1177 (SOPIPA), and AB 1584. In performing these services, the Provider shall be
considered a School Official with a legitimate educational interest, and performing services
otherwise provided by the LEA. Provider shall be under the direct control and supervision of the
LEA. Control duties are set forth below.

2. Nature of Services Provided. The Provider has agreed to provide the following digital
educational services described below and as may be further outlined in Exhibit "A" hereto:



3.

4.

2.

Student Data to Be Provided. In order to perform the Services described in the Service
Agreement, LEA shall provide the categories of data described below or as indicated in the
Schedule of Data, attached hereto as Exhibit "B":

Please see Exhibit B

DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C". In the event
of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

. Student Data Property of LEA. All Student Data or any other Pupil Records transmitted to the

Provider pursuant to the Service Agreement is and will continue to be the property of and under
the control of the LEA. The Parties agree that as between them all rights, including all
intellectual property rights in and to Student Data or any other Pupil Records contemplated per
the Service Agreement shall remain the exclusive property of the LEA. For the purposes of
FERPA, the Provider shall be considered a School Official, under the control and direction of the
LEAs as it pertains to the use of student data notwithstanding the above. Provider may transfer
pupil-generated content to a separate account, according to the procedures set forth below.

Parent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may review personally identifiable information on the pupil's records, correct
erroneous information, and procedures for the transfer of pupil-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably
timely manner to the LEA's request for personally identifiable information in a pupil's records
held by the Provider to view or correct as necessary. In the event that a parent of a pupil or other
individual contacts the Provider to review any of the Pupil Records of Student Data accessed
pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the requested information.

Separate Account. Provider shall, at the request of the LEA, transfer Student generated content
to a separate student account.

Third Party Request. Should a Third Party, including law enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Third Party to request the data directly from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Party unless legally
prohibited.



5. No Unauthorized Use. Provider shall not use Student Data or information in a Pupil Record for
any purpose other than as explicitly specified in the Service Agreement.

6. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree protect Student
Data in manner consistent with the terms of this DPA

ARTICLE III: DUTIES OF LEA

P ; mp i RPA. LEA shall provide data for the purposes of the
Service Agreement in comphance with the Family Educational Rights and Privacy Act
("FERPA"), 20 U.S.C. section 1232 g, AB 1584 and the other privacy statutes quoted in this
DPA.

2. Reasonable Precgutions. LEA shall take reasonable precautions to secure usetnames,
passwords, and any other means of gaining access to the services and hosted data.

3. Unauthorized Access Notification. LEA shall notify Provider promptly of any known or

suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

4. District Representative. At request of Provider, LEA shall designate an employee or agent of
the District as the District representative for the coordination and fulfillment of the duties of this
DPA.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all Califomia and Federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, AB 1584,
and SOPIPA.

2. Authorized Use. The data shared pursuant to the Service Agreement, including persistent
unique identifiers, shall be used for no purpose other than the Services stated in the Service
Agreement and/or otherwise authorized by this Agreement and/or under the statutes referred to in
subsection (1), above.

3. Employee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of FERPA laws with respect to the data
shared under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to
the Service Agreement.

(00037486 1 } 3



4. No Disclosure. Provider shall not disclose any data obtained under the Service Agreement in
a manner that could identify an individual student to any other entity in published results of
studies as authorized by the Service Agreement. Deidentified information may be used by the
vendor for the purposes of development and improvement of educational sites, services, or
applications.

5. Disposition of Data. Provider shall dispose of all personally identifiable data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained
and upon written request transfer said data to LEA or LEA's designee within 60 days of
the date of termination or according to a schedule and procedure as the Parties may
reasonably agree. Nothing in the Service Agreement authorizes Provider to maintain
personally identifiable data obtained under the Service Agreement beyond the time period
reasonably needed to complete the disposition. Disposition shall include (1) the shredding of
any hard copies of any Pupil Records; (2) Erasing; or (3) Otherwise modifying the personal
information in those records to make it unreadable or indecipherable. Upon LEA’s
written request, Provider shall provide written notification to LEA when the Data has
been disposed. The duty to dispose of Student Data shall not extend to data that has been de-
identified or placed in a separate Student account, pursuant to the other terms of the DPA.
Nothing in the Service Agreement authorizes Provider to maintain personally identifiable data
beyond the time period reasonably needed to complete the disposition.

6. Advertising Prohibition. Provider is prohibited from using Student Data to conduct or
assist targeted advertising directed at students or their families/guardians. This prohibition
includes the development of a profile of a student, or their families/guardians or group, for
any commercial purpose other than providing the service to client. This shall not prohibit
Providers from using data to make product or service recommendations to LEA.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abide by and maintain adequate data security measures to
protect Student Data from unauthorized disclosure or acquisition by an unauthorized
person. The general security duties of Provider are set forth below. Provider may further
detail its security programs and measures in in Exhibit "D" hereto. These measures shall
include, but are not limited to:

a. Passwords and Employee Access. Provider shall employ secure usernames,
passwords, and any other means of gaining access to the Services or to Student
Data, at a level suggested by Asticle 4.3 of NIST 800-63-3. Provider shall only
provide access to Student Data to employees or contractors that are performing
the Services. As stated elsewhere in this DPA, employees with access to Student Data
shall have signed confidentiality agreements regarding said Student Data. All employees
with access to Student Records shall pass criminal background checks in accordance
with applicable laws.,

b. Destruction of Data. Provider shall destroy all personally identifiable data obtained
under the Service Agreement when it is no longer needed for the purpose for which it was
{00037486 1 } 4



obtained or upon LEA’s written request transfer said data to LEA or LEA's
designee, according to a schedule and procedure as the parties may reasonably agree.
Nothing in the Service Agreement authorizes Provider to maintain personally identifiable
data beyond the time period reasonably needed to complete the disposition.

Security Protocols. Both parties agree to maintain security protocols that meet industry
best practices in the transfer or transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so. Provider shall maintain
all data obtained or generated pursuant to the Service Agreement in a secure computer
environment and not copy, reproduce, or transmit data obtained pursuant to the Service
Agreement, except as necessary to fulfill the purpose of data requests by LEA.

Employee Training. The Provider shall provide periodic security training to those of its
employees who operate or have access to the system. Further, Provider shall provide
LEA with contact information of an employee who LEA may contact if there are any
security concemns or questions.

Security Technology. When the service is accessed using a supported web browser,
Secure Socket Layer ("SSL"), or equivalent technology protects information, using both
server authentication and data encryption to help ensure that data are safe secure only to
authorized users. Provider shall host data pursuant to the Service Agreement in an
environment using a firewall that is periodically updated according to industry standards.

Security Coordinator. Provider shall provide the name and contact information of
Provider's Security Coordinator for the Student Data received pursuant to the Service
Agreement

Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments of Subprocessors to determine their compliance with this
Article.

2. Data Breach., In the event that Personally Identifiable Information is accessed or obtained
by an unauthorized individual, Provider shall provide notification to LEA within a reasonable
amount of time of the incident. Provider shall follow the following pracess:

a.

(00037486 1 }

The security breach notification shall be written in plain language, shall be titled "Notice
of Data Breach," and shall present the information described herein under the following
headings: "What Happened," *"What Information Was Involved," "What We Are Doing,"
"What You Can Do," and "For More Information." Additional inforrnation may be
provided as a supplement to the notice.

The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.



iii. If the information is possible to determine at the time the notice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or (3)
the date range within which the breach occurred. The notification shall also
include the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

c. At LEA's discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whose
information has been breached.

ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Any agency that is required to issue a security breach notification pursuant to this section
to more than 500 California residents as a result of a single breach of the security system
shall electronically submit a single sample copy of that security breach notification,
excluding any personally identifiable information, to the Attorney General. Provider shall
assist LEA in these efforts.

e. The LEA shall, at its election, transmit the information provided to it by the Provider to
any affected student, legal guardian or employee. In such an event the Provider shall offer
all reasonable assistance to LEA.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms ("General
Offer"), (attached hereto as Exhibit "E"), be bound by the terms of this DPA to any other LEA who
signs the Acceptance on said Exhibit. The Form is limited by the terms and conditions described
therein.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. Notwithstanding the foregoing, Provider
agrees to be bound by the terms and obligations of this DPA for no less than three (3) years.

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated.

3. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall
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destroy all of LEA's data pursuant to Article V, section 1(b).

4. Priority of Agreements. This DPA shall govern the treatment of student records in order to
comply with the privacy protections, including those found in FERPA and AB 1584. In the
event there is conflict between the terms of the DPA and the Service Agreement, or with any
other bid/RFP, license agreement, or writing, the terms of this DPA shall apply and take
precedence. Except as described in this paragraph herein, all other provisions of the Service
Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must be
in writing and given by personal delivery, facsimile or e-mail transmission (if contact
information is provided for the specific mode of delivery), or first class mail, postage prepaid,
sent to the addresses set forth herein.

6. Application of Agreement to Other Agencies Provider may agree by signing the General
Offer of Privacy Terms be bound by the terms of this DPA for the services described therein for
any Successor Agency who signs a Joinder to this DPA.

7. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both parties.
Neither failure nor delay on the part of any party in exercising any right, power, or privilege
hereunder shall operate as a waiver of such right, nor shall any single or partial exercise of any
such right, power, or privilege preclude any further exercise thereof or the exercise of any other
right, power, or privilege.

8. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

9. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF CALIFORNIA,
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WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS LOCATED IN | San Mateo | COUNTY, CALIFORNIA
FOR ANY DISPUTE ARISING OUT OF OR RELATING TO THIS SERVICE AGREEMENT
OR THE TRANSACTIONS CONTEMPLATED HEREBY.

[Signature Page Follows]




IN WITNESS WHEREOF, the parties have executed this California Student Data Privacy Agreement

as of the last day noted below.

1
San Carlos School District/

Printed Name: i{(pm,s Bcu/—b ey

McGraw-Hill School Education LLC

e

B (DNewid

I

Printed Name: [Bri a Joniak

Date:

Title/Position:

09/20/2018

Acsi5ton 1+
Su.pe,w,’r\_f’chde,h =

Date-

09/20/2018

Title/Position:

Note: Electronic signature not permitted.

Sr. Director Finance/Controller




EXHIBIT "A"
DESCRIPTION OF SERVICES

McGraw-Hill Education digital instructional materials using ConnectED
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EXHIBIT "B"

SCHEDULE OF DATA
Check if used Check if used
Category of Data Elements by your
Category of Data Elements gory system
- IP Addresses of uscrs, Use of
Application cookies etc.
chhn%:l;ay Meta Oither appication technology Schedule Student scheduled courscs -

meta data-Pleasc specify:

Application Use

Meta data on uscr intcraction

Tcacher names

=nglish languagc lcamer
information

Statistics with application Low income status |
Standardizcd test scores Mcdical alerts .
- Student disability information
Observation data . .
Asscssment Special Indicator Specialized education D
Othc_r n'sscssmcnl data-Pleasc services (IEP or 504)
specify: Living situations D
(homeless/foster care)
Student school (daily) Othcr indicator information-
Attendance attendance data Please specify:
Student class attendance data
Check if used
Onlinc communications that Category of Data Elentents by yoor
Communications are captured (emails, blog systcm
cntrics)
Sl Address
. l .
Conduct Conduct or behavioral data l;:;;::::;ﬁ:: jact E;::::

Demographics

Date of Birth

_Place of Birth

Gender

Ethnicity or racc

Language information
(native, preferred or primary
language spoken by student)

Other demographic
information-Plcasc spccilty:

Student Identificrs

Local (School district) ID
numbcer

[]

State ID number

Vendor/App assigned student
1D number

Student app usermame

Studcnt aon passwords

Hi

Enrollment

Student school enrollment

Student Name

First and/or Last

N

Student grade level

Homcroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other cnrollment
information-Plcasc specify:

Student In App
Performance

Program/application
performance (typing
program-student types 60
wpm, rcading program-
student reads below grade
level)

Parent/Guardian
Contact Information

Address

Email

Student Program
Mecmbership

Academic or extracurricular
activities a student may
bulong to or participate in

Phone

Student Survey
Responscs

Student responscs o surveys
or questionnaires

Parent/Guardian ID

Parent 1D numbcr (crecated to
link parents to students)

Student work

Student gencrated content;
writing, pictures ctc.

KO0 O

Parcnt/Guardian Name

First and/or Last

10} ) O RO O e 0| o0 SPH O )

—
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Check if used Check if used
Category of Data Elements by your Category of Data Elements by your
system system
Other Other student work data - Student bus assignment -
Please specify: Student pick up and/or drop D
Transportation off location
Student course grades o | Student bus card ID number
Student course data [ I?]lhcl' msﬁfﬂyﬁﬂliﬂﬂ data -
. Student course £ase specity.
Tennirg grades/performance scores Z
Other transcript data -Please Please list each additional
specify: D Other data element used, stored or D

collected by your application
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EXHIBIT "C”
DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records.

De-Identifiable Informatien (DII): De-Identification refers to the process by which the Vendor
removes or obscures any Personally Identifiable Information ("PII") from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.
Aggregated de-identified information and metadata is owned by Provider and is used by the Provider for
the following purposes: to improve educational products for adaptive leaming purposes and for
customizing student learming; to demonstrate the effectiveness of the Provider’s products in the
marketing of those products; or for the development and improvement of educational sites, services, or
applications.

NIST 800-63-3: Draft National Institute of Standards and Technology ("NIST") Special Publication
800-63-3 Digital Authentication Guideline.

Operator: For the purposes of SB 1177, SOPIPA, the term “operator” means the operator of an
Internet Website, online service, online application, or mobile application with actual knowledge that the
site, service, or application is used primarily for K~12 school purposes and was designed and marketed
for K-12 school purposes. For the purpose of the Service Agreement, the term "Operator” is replaced
by the termn "Provider." This tenn shall encompass the term "Third Party," as it is found in AB 1584.

Personally Identifiable Information (PII): The terms "Personally Identifiable Information" or "PII"
is any information that either on its own or in combination can identify an individual. PII may include,
but is not limited to, student data, metadata, and user or pupil-generated content obtained by reason of
the use of Provider's software, website, service, or app, including mobile apps, whether gathered by
Provider or provided by LEA or its users, students, or students' parents/guardians. PII shall not
constitute that information that has been anonymized or de-identified, or anonymous usage data
regarding a student's use of Provider's services. PII may include the following:

First and Last Name Home Address
Telephone Number Email Address
Discipline Records Test Results

Special Education Data Juvenile Dependency Records
Grades Evaluations

Criminal Records Medical Records
Health Records Social Security Number
Biometric Information Disabilities
Socioeconomic Information Food Purchases
Political Affiliations Religious Information
Text Messages Documents

Student Identifiers Search Activity

Photos Voice Recordings
Videos
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General Categories:

Indirect Identifiers: Any information that, either alone or in aggregate, would allow a reasonable person
to be able to identify a student to a reasonable certainty

Information in the Student’s Educational Record
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Information in the Student’s Email

Provider: For purposes of the Service Agreement, the term "Provider" means provider of digital
educational software or services, including cloud-based services, for the digital storage, management,
and retrieval of pupil records. Within the Service Agreement the term "Provider" replaces the term
“Third Party as defined in California Education Code § 49073.1 (AB 1584, Buchanan), and replaces the
term as "Operator” as defined in SB 1177, SOPIPA.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research reports,
portfolios, creative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership of pupil content.

Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other local educational LEA
employee.

SB 1177, SOPIPA: Once passed, the requirements of SB 1177, SOPIPA were added to Chapter 22.2
(commencing with Section 22584) to Division 8 of the Business and Professions Code relating to
privacy.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official: For the purposes of this Agreement and pursuant to CFR 99.31 (B), a School Official is
a confractor that: (1) Performs an institutional service or function for which the agency or institution
would otherwise use employees; (2) Is under the direct control of the agency or institution with respect
to the use and maintenance of education records; and (3) Is subject to CFR 99.33(a) governing the use
and re-disclosure of personally identifiable information from student records.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, or students' parents/guardians, that is descriptive of the student including, but not limited
to, information in the student's educational record or email, first and last name, home address, telephone
number, email address, or other information allowing online contact, discipline records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social security numbers, biometric information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information, text
messages, documents, student identifies, search activity, photos, voice recordings or geolocation
information. Student Data shall constitute Pupil Records for the purposes of this Agreement, and for
the purposes of California and Federal laws and regulations. Student Data as specified in Exhibit B is
confirmed to be collected or processed by the Provider pursuant to the Services. Student Data shall
not constitute that information that has been anonymized or de-identified, or anonymous usage data
regarding a student's use of Provider's services.

Subseribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term "Subprocessor" (sometimes referred to as
the "Subcontractor") means a party other than LEA or Provider, who Provider uses for data collection,
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analytics, storage, or other service to operate and/or improve its software, and who has access to PIL
This term shall also include in it meaning the term "Service Provider," as it is found in SOPIPA.

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated
content or inferred over time from the usage of the Provider's website, online service or mobile
application by such student or the retention of such student's online activities or requests over time.

Third Party: The term "Third Party" as appears in California Education Code § 49073.1 (AB 1584,
Buchanan) means a provider of digital educational software or services, including cloud-based services,
for the digital storage, management, and retrieval of pupil records. However, for the purpose of this
Agreement, the term "Third Party" when used to indicate the provider of digital educational software or
services is replaced by the term "Provider."
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EXHIBIT "D"
DATA SECURITY REQUIREMENTS

mot applicable.

16



EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and |San Carlos School Dista
and which is datedL9/20/201 8 Ito any other LEA ("Subscribing LEA™) to anywho accepts this
General Offer though its signature below. This General Offer shall extend only to privacy protections
and Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider to suit the unique needs of the
LEA. The Provider may withdraw the General Offer in the event of: (1) a material change in the
applicable privacy statutes; (2) a material change in the services and products listed in the Originating
Service Agreement; or three (3) years after the date of Provider's signature to this Form. Provider shall
notify the California Student Privacy Alliance in the event of any withdrawal so that this information
may be transmitted to the Alliance's users.

McGraw-Hill School Education LLC

e O i __lor2012018
y

B ri an J on i a k Sr. Director Finance/Controller

Title/Position:

Printed Name:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Date-

L

Printed Name: Title/Positionl
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CLOSE

K-12 Terms of Service Agreement

THESE TERMS OF SERVICE, together with the Terms of Use and the Privacy Notice, form a legal
agreement (the "Agreement") between McGraw-Hill School Education Holdings, LLC ("MHE") with
offices at 2 Penn Plaza, New York, New York and the educational institution ("You" or the "Subscriber")
identified on the online registration page for the Services (the "Registration Page"). This Agreement
governs Your use of the Solution (as defined below).

BY CLICKING THE "I ACCEPT" BUTTON DISPLAYED AS PART OF THE REGISTRATION
PROCESS FOR THE SOLUTION, YOU AFFIRM THAT YOU ARE AT LEAST 18 YEARS OF AGE,
THAT YOU AGREE TO THESE TERMS SERVICE, THE TERMS OF USE, AND PRIVACY NOTICE
AND YOU WILL COMPLY WITH SUCH TERMS IN CONNECTION WITH YOUR USE OF THE
SOLUTION. YOU AGREE THAT (i) YOU ARE AN EMPLOYEE, DIRECTOR, OR AGENT OF THE
SUBSCRIBER; (ii) YOU HAVE CONFIRMED THAT SUBSCRIBER HAS AGREED TO BE BOUND
TO THESE TERMS OF SERVICE, THE TERMS OF USE, AND PRIVACY NOTICE; AND (iii) THE
SUBSCRIBER HAS AUTHORIZED YOU TO USE THE SOLUTION ON ITS BEHALF.

1. THE SOLUTION. MHE has developed a web-based solution that enables users to access certain
online products and services offered by MHE (the "Solution") through our website (the
"Website"). MHE hereby grants Subscriber a non-exclusive, non-transferable right to access and
use the Solution, and allow its End Users to access and use the Solution, through the Website,
solely for educational purposes (the "License").

2. USER NAMES AND ACCESS CODES. MHE shall provide an individualized user name and
access code to initiate access to the Solution by Subscriber's designated administrator(s)
identified on the Registration Page or designated by Subscriber in writing (the "Subscriber
Administrator(s)"). The Subscriber Administrator(s) shall create an individualized user name for
each administrator, faculty member, and student enrolled by the Subscriber (each a designated
"End User"). MHE or its third party service provider shall provide Subscriber with an access code
for the End Users to access the Solution (the "Access Code"). Subscriber shall be solely
responsible for keeping an accurate record of the Access Code and user name assigned to each
End User.

3. END USER ACCESS TO MHE CONTENT. The Solution enables Subscriber and its End Users
access to certain online educational products and services (the "Services") and related content
and information (together with the Services, the "MHE Content"). All use of the MHE Content is
subject to the additional terms agreed to by the parties in connection with such MHE Content,
including, without limitation, any prohibitions on distribution of the MHE Content to students or
third parties. Subscriber is responsible for its End Users' use of the Solution and the MHE
Content. Subscriber will be required to register End Users that are students of Subscriber
("Students") with MHE in order to obtain access codes for the additional Services (the "Service
Access Code"), and Students may then access the Solution and the MHE Content by entering
their user name and the applicable Service Access Code. End Users other than Students will be
required to enter their user name and Access Code to access the Solution and the MHE Content
as well as agree to the Terms of Use located at: https://www.mheducation.com/terms-use.

4. ADDITIONAL SERVICES. MHE may enhance and/or expand the features of the Solution from
time to time at no additional cost to Subscriber, or may provide additional content, performance
or features that may, but are not required to, be added by Subscriber at additional cost to
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Subscriber. Subscriber may request MHE to integrate the Solution with Subscriber's learning
management system ("LMS") to enable End Users to access the Solution through a single sign
on process ("SSO"). Any Professional Services to be provided by MHE to Subscriber in
connection with the Solution shall be set forth in a separate Professional Services Agreement
between MHE and Subscriber.

5. APPLICABLE LAW. Subscriber is familiar with and agrees to be responsible for compliance with
the Children's Online Privacy Protection Act of 1998 ("COPPA"), the Family Educational Rights
and Privacy Act and the US Department of Education's implementing regulations at 34 CFR Part
99 (collectively, "FERPA"); and all other laws rules or regulations concerning the collection, use,
and disclosure of Personal Information about End Users accessing the Services that are the
subject of this Agreement (collectively, "Applicable Law"). "Personal Information" means any and
all information that could, individually or when combined with other information, identify an
individual.

6. SUBSCRIBER INFORMATION. All information concerning Subscriber, and Personal Information
concerning End Users (collectively, "Subscriber Information") shall belong to the Subscriber.
Subscriber assumes sole responsibility for: (a) providing notice to the extent required under
COPPA or other Applicable Law in connection with the collection, use and/or disclosure of
Personal Information from End Users; (b) obtaining verifiable prior parental consent as required
under COPPA or other Applicable Law in connection with the collection, use, and/or disclosure of
Personal Information obtained from End Users; (c) providing a reasonable means for parents to
review Personal Information provided by End Users to the extent required by COPPA or other
Applicable Law; and (d) establishing and maintaining reasonable procedures to protect the
confidentiality, security, and integrity of the Personal Information.

7. MHE USE OF SUBSCRIBER INFORMATION. As a service provider to Subscriber, MHE will
establish and maintain reasonable procedures in accordance with its policies and practices and
Applicable Law to protect the confidentiality, security, and integrity of Personal Information and
Subscriber Information received by MHE in connection with provision of the Solution to
Subscriber. Subscriber acknowledges and agrees that MHE has the right to use the Personal
Information and Subscriber Information collected in connection with provision of the Solution for
(a) purposes of performing its obligations under this Agreement, and (b) for research purposes in
connection with quality control and the development of revised or new products or services
("Research Purposes"), provided that such Personal Information and Subscriber Information will
be used by MHE for Research Purposes only in the aggregate and so that the privacy of the
individual's Personal Information will be maintained. MHE shall enable Subscriber to maintain
compliance with FERPA in connection with its use of the Solution.

MHE acknowledges that in the course of Subscriber's use of the Services, personally identifiable
information about students ("Sensitive Student Data") may be disclosed to MHE. MHE
acknowledges that it will be considered a "School Official" (as that term is used in Educational
Rights and Privacy Act ("FERPA"), 20 U.S.C. § 1232g and 34 CFR Part 99, and its implementing
regulations) and agrees that it will comply with the requirements in FERPA concerning the
confidentiality and release of Sensitive Student Data. Per these requirements, MHE agrees that
under applicable law, regulation and policy, officers, employees, and agents of MHE who access
Sensitive Student Data may use such data only for the purposes for which such data has been
made available to the MHE. MHE and its contractors, suppliers and licensors shall only use
Sensitive Student Data for the purpose of facilitating the performance, delivery or use of the
Services.

8. OWNERSHIP. No intellectual property rights of any kind are assigned or transferred to
Subscriber under this Agreement. Subscriber's license with respect to the Solution and any other
materials provided hereunder is only as expressly set forth in these Terms of Service. Subscriber
shall have no right to use the Solution for any purpose other than as set forth herein. Subscriber
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shall not challenge, or assist any person or entity in challenging, MHE's right, title, and interest in
the Solution.

9. RESTRICTIONS ON USE. Subscriber shall not, and shall cause its employees, officers,
directors, members, managers, partners, agents, third party service providers, or other
designated persons (its "Representatives") not to, take any of the following actions: (a) creating
or enabling the creation of derivative works, modifications, or adaptations of the Solution; (b)
decompiling, reverse engineering or disassembling the Solution, (c) distributing or disclosing the
Solution to third parties; (d) removing or modifying any proprietary marking or restrictive legends
placed on the Solution; or (e) using any robot, spider, other automatic device or program or
manual process to monitor, copy or reproduce the Solution.

10. TERM AND TERMINATION. This Agreement shall remain in full force and effect unless and until
terminated earlier as provided in these Terms of Service. In the event that Subscriber commits a
material breach of this Agreement (other than breach of its payment obligations), MHE may
terminate this Agreement on five (5) business days prior written notice to Subscriber; provided
that Subscriber fails to cure such breach within such five (5) business day period. Subscriber
may terminate this Agreement by (a) providing MHE with no less than thirty (30) days prior
written notice or (b) ceasing all access to the Solution for six (6) months or longer. No sooner
than one (1) year after Subscriber accepts these Terms of Service, MHE may terminate this
Agreement on at least sixty (60) days prior written notice.

11. EFFECT OF TERMINATION OR EXPIRATION. Subscriber's right to use the Solution shall end
immediately upon any termination or expiration of this Agreement, and Subscriber shall
immediately cease any use of the Solution upon such termination. The following provisions shall
survive any termination or expiration of this Agreement: Section 9 ("Restrictions on Use"), this
Section 11 ("Effect of Termination or Expiration"), Section 8 ("Ownership"), Section 12
("Confidentiality"), Section 13 ("Representations and Warranties; Disclaimer"), Section 15
("Indemnification") and Section 16 ("Miscellaneous").

12. CONFIDENTIALITY. The parties acknowledge and agree that, as a result of negotiating, entering
into and performing this Agreement, each party (the "Receiving Party") has and will have access
to certain confidential information ("Confidential Information") of the other party (the "Disclosing
Party"). Personal Information of End Users is considered Confidential Information of Subscriber.
At all times the Receiving Party shall: (i) use the same standard of care to protect the
Confidential Information as it uses to protect its own confidential information of a similar nature,
but not less than a commercially reasonable standard of care, (ii) not use the Disclosing Party's
Confidential Information other than as necessary to perform its obligations under this Agreement,
(iif) not disclose, distribute, or disseminate the Confidential Information to any third party (except
to Representatives, as expressly permitted below), and (iv) disclose the Disclosing Party's
Confidential Information to its Representatives on a "need to know basis;" provided that each
Representative is bound by confidentiality obligations at least as restrictive as those contained in
this Agreement.

13. REPRESENTATIONS AND WARRANTIES; DISCLAIMER. Each party represents and warrants
that this Agreement constitutes its valid and binding obligation and is enforceable against it in
accordance with its terms. MHE DOES NOT WARRANT THE COMPLETENESS, ADEQUACY,
ACCURACY, OR USEFULNESS OF THE SOLUTION ANY OTHER MATERIALS OR
SOLUTION PROVIDED HEREUNDER (COLLECTIVELY, THE "MATERIALS"). THE
MATERIALS ARE PROVIDED ON AN "AS IS" AND "AS AVAILABLE" BASIS WITH ALL
DEFECTS. MHE EXPRESSLY DISCLAIMS ALL WARRANTIES OF ANY KIND, WHETHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT,
ERROR-FREE OR UNINTERRUPTED OPERATION AND ANY WARRANTIES ARISING FROM
A COURSE OF DEALING OR USAGE OF TRADE. WITHOUT LIMITING THE FOREGOING,
MHE MAKES NO WARRANTY THAT (i) THE MATERIALS WILL MEET THE REQUIREMENTS
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14.

15.

16.

OF SUBSCRIBER, (ii) THE SOLUTION WILL BE UNINTERRUPTED, TIMELY, SECURE, OR
ERROR-FREE, (iii) THE RESULTS THAT MAY BE OBTAINED FROM THE USE OF THE
MATERIALS WILL BE ACCURATE OR RELIABLE, OR (iv) ANY ERRORS IN THE MATERIALS
WILL BE CORRECTED. NO ORAL OR WRITTEN INFORMATION OR COMMUNICATIONS
GIVEN BY MHE, ITS EMPLOYEES, OR AGENTS WILL INCREASE THE SCOPE OF THE
ABOVE WARRANTY OR CREATE ANY NEW OR ADDITIONAL WARRANTIES. To the extent
that MHE may not as a matter of applicable law disclaim an implied warranty, the scope and
duration of such warranty will be the minimum permitted under such law.

LIABILITY. IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY (OR
TO ANY OTHER PERSON CLAIMING RIGHTS DERIVED FROM SUCH PARTY'S RIGHTS)
FOR CONSEQUENTIAL, INCIDENTAL, INDIRECT, PUNITIVE OR EXEMPLARY DAMAGES OF
ANY KIND (INCLUDING WITHOUT LIMITATION LOST REVENUES OR PROFITS, LOSS OF
USE, LOSS OF COST OR OTHER SAVINGS, LOSS OF GOODWILL OR REPUTATION) OR
LOSS OF DATA WITH RESPECT TO ANY CLAIMS BASED ON CONTRACT, TORT OR
OTHERWISE (INCLUDING NEGLIGENCE AND STRICT LIABILITY) ARISING FROM OR
RELATING TO THE SOLUTION, THE MATERIALS OR OTHERWISE ARISING FROM OR
RELATING TO THESE TERMS OF USE, REGARDLESS OF WHETHER SUCH PROTECTED
ENTITY WAS ADVISED, HAD OTHER REASON TO KNOW, OR IN FACT KNEW OF THE
POSSIBILITY THEREOF. MHE'S MAXIMUM LIABILITY ARISING FROM OR RELATING TO
THE SOLUTION, THE MATERIALS OR OTHERWISE ARISING FROM OR RELATING TO THIS
AGREEMENT, REGARDLESS OF THE CAUSE OF ACTION (WHETHER IN CONTRACT,
TORT, BREACH OF WARRANTY OR OTHERWISE), WILL NOT EXCEED THE AMOUNTS
PAID BY SUBSCRIBER TO MHE HEREUNDER. To the extent the foregoing exclusion of liability
is not permitted under applicable law, the Protected Entities' liability in such case will be limited to
the greatest extent permitted by law.

INDEMNIFICATION. MHE shall indemnify, defend and hold harmless Subscriber from and
against any and all liabilities, claims, demands, losses, damages, costs and expenses, including
reasonable attorneys' fees, related to or arising out of any claim by a third party that the
technology platform underlying the Solution infringes or misappropriates the intellectual property
rights of such third party. Subscriber shall indemnify, defend and hold harmless MHE from and
against any and all liabilities, claims, demands, losses, damages, costs and expenses, including
reasonable attorneys' fees, related to or arising out of use of the Solution by Subscriber, except
to the extent that such claim is subject to indemnification by MHE hereunder.
MISCELLANEOUS. The Agreement contains the entire understanding of the parties with respect
to the subject matter hereof and supersedes all prior agreements and commitments with respect
thereto. There are no other oral or written understandings, terms or conditions with respect to the
subject matter of the Agreement, and neither party has relied upon any representation, express
or implied, not contained in the Agreement. The rights and remedies of the parties are cumulative
and not alternative. No waiver of any rights is to be charged against any party unless such waiver
is in writing signed by an authorized representative of the party so charged. Neither the failure
nor any delay by any party in exercising any right, power, or privilege under the Agreement will
operate as a waiver of such right, power, or privilege, and no single or partial exercise of any
such right, power, or privilege will preclude any other or further exercise of such right, power, or
privilege or the exercise of any other right, power, or privilege. No modification of or amendment
to the Agreement will be effective unless in writing signed by authorized representatives of both
parties. If any provision of the Agreement is held invalid or unenforceable by any court of
competent jurisdiction, the other provisions of the Agreement will remain in full force and effect,
and, if legally permitted, such offending provision will be replaced with an enforceable provision
that as nearly as possible effects the parties' intent. Subscriber may not assign or otherwise
transfer any of its rights or obligations under the Agreement without the prior written consent of
MHE, which consent MHE may grant or withhold in its sole and absolute discretion. Subject to
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the foregoing, the Agreement will be binding upon and inure to the benefit of the parties hereto
and their permitted successors and assigns. Any purported or attempted assignment or other
transfer or delegation in violation of this Section shall be null and void.
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